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ABSTRACT 
In this project, a study on the latest technologies that can be used to generate an 
automatic access control has been done. The aim was to create an automatic door access 
control system in order to solve the manual door access problem at Kolej Kediaman 2. 
Based on study and investigation, as mentioned in the literature review, Radio Frequency 
Identification (RFID) technology is chosen to be used in this proposed system based on 
Arduino. The RFID is an alternative technology with a potential that can replace the 
traditional manual door access. By using RFID technology and Arduino, the proposed 
system will enable students to automatically access the room using their ID card. Besides, 
this system also comes with warning SMS notification’s feature using GSM Modem. The 
advantage of the proposed system is to avoid intruders from entering owner’s room 
without owner’s permission. The system has been tested and show the ability to solve the 
manual door access control problems. 
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ABSTRAK 
 
Dalam projek ini, satu kajian mengenai teknologi terkini yang boleh digunakan 
untuk menghasilkan kawalan akses automatik telah dilakukan. Tujuannya adalah untuk 
mewujudkan sistem kawalan akses pintu automatik untuk menyelesaikan masalah akses 
pintu manual di Kolej Kediaman 2. Berdasarkan kajian dan penyiasatan, seperti yang 
disebutkan dalam kajian literatur, Teknologi Pengenalan Frekuensi Radio (RFID) dipilih 
untuk digunakan dalam sistem yang dicadangkan ini berdasarkan Arduino. RFID adalah 
teknologi alternatif dengan potensi yang dapat menggantikan akses pintu manual 
tradisional. Dengan menggunakan teknologi RFID dan Arduino, sistem yang 
dicadangkan akan membolehkan pelajar mengakses bilik secara automatik dengan 
menggunakan kad ID mereka. Selain itu, sistem ini juga dilengkapi dengan ciri 
pemberitahuan SMS amaran menggunakan Modem GSM. Kelebihan sistem yang 
dicadangkan adalah untuk mengelakkan penyerang memasuki bilik pemilik tanpa izin 
pemilik. Sistem ini telah diuji dan menunjukkan keupayaan untuk menyelesaikan 
masalah kawalan akses pintu manual. 
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CHAPTER 1 
 
 
INTRODUCTION 
1.1 INTRODUCTION 
Nowadays, the living cost of the citizens is increasing in tandem with the 
improvement of technology and economy. Therefore, some people tried several ways in 
order to secure their life even though sometimes it violates national regulations and norms 
of life. Based on that, the security level of many  human life’s aspect have been improved 
that covers different topics including personal security for example Mini Foaming 
Defence Spray UK (UK, 2014). This security product is designed for females to defence 
them if they got confronted. They just need to spray out to the attacker’s eyes and then 
they got time to get away from the attacker.  
Besides, there is also car security like Viper LCD 2-Way Security System. This 
system has 2-way security which protect the vehicle. The electronic technologies used in 
this system including Stinger® DoubleGuard® shock sensor, Revenger® six-tone siren 
and Failsafe® Starter Kill (Viper, 2009). For home security there is an example of system 
which is Vivint Smart Home. The system works when there is fire, smoke, or carbon 
monoxide that can threat house owner’s life. User are just need to click a one-touch 
callout button on the control panel then it will automatically direct contact with 
monitoring teams (Vivint, 2012).  
Even in university residential college also have security system. For example, in 
University of Yale, there is central alarm station that provides 24-hour monitoring of the 
University’s integrated security system such as fire, burglar, duress alarms, and video. 
The central alarm station also receives request for security services likes residential 
college alarms (University, 2006).  
2 
Therefore, many organizations come out with different technology of 
authentication and security to meet regulatory demands of compliance. For example, 
IDtech company release UNIPASS Access Control System which a security system for 
door’s access. The system used a biometric technology which is fingerprint recognition 
access control system (IDtech, 2016). Another existing system is DR2-Standalone Card 
and Pin. The system which is released by Soyal’s company is build for accessing the door 
that used both card and PIN. The technology used is Radio Frequency Identification 
(RFID) (Waxton, 2016).  
Based on these two systems, there is different in technology used. Each 
technology has their advantages and disadvantages. Biometric technology used only for 
user’s biometric identification for example fingerprint, eyes and voice recognition and on 
the other hand RFID technology used for recognition of user’s cards or tags. Although 
there is various optional authentication, the focus of this work will be on RFID (Radio-
Frequency Identification) technology which more user convenience that provides better 
authentication. The reason why RFID technology is chosen because users do not have to 
bring a key with them anymore and the problem of missing key also can be solved. 
Another reason why RFID technology is chosen because it has large capacity which can 
store many of users and codes (Astc, 2016).   
Radio Frequency Identification (RFID) is a technology that uses radio waves in 
order to identify individual items automatically. The objective or function of RFID 
system is basically to carry data in transponders for example a tags and then it will retrieve 
data (Pandey, 2016). Nowadays, the technology of RFID is one of the most technologies 
that being accepted by the industry. RFID technology is commonly used a method which 
are storing a serial number and other information on a microchip that has antenna 
attached. The components of typical RFID are including at least three components which 
are an antenna, transceiver, and transponder (tag) (Rouse, 2006). In RFID technology, 
there is a reader that uses the radio frequency signal to tracking tags. Next, the 
information will sends by the reader to the end user by client software. This client 
software basically embedded in the microprocessor (Ishabakaki, 2015). 
 
RFID technology currently have been applied in many aspect of life in different 
applications for example in library system to improves the efficiency of circulation 
operations and also to enhance the process of individual’s checkout and check-in 
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(Thrasher, 2013), storage system to track the returnable items (Långström, 2013), 
attendance system to record the data when the employee enter or exits the office and 
calculate the total of person staying in the office by using an RFID card (Chudasma, 
2014), as well as, in access control system which is cover different areas like Biometric 
Access Control System Proximity Access Control System (Agarwal, 2012). The focus of 
this work is on the security door access control system.     
 
The other component that used in this project is Arduino. Basically, Arduino is 
known as an open-source platform that used specially for developing various kind of 
electronics projects. Arduino can be divided to two things which is consist of a physical 
programmable circuit board and a piece of software which is called IDE (Integrated 
Development Environment) that function on computer. The computer code is wrote and 
upload to the physical board by using this IDE (Arduino, 2003). The Arduino IDE 
(Arduino program’s name) contains an editor that able us to write sketches in simple 
programming language. It will convert to C language and then compiled using avr-gcc. 
The microcontroller on the Arduino board will be able to understand and execute because 
this process produced binary code. First, connect the Arduino board to a computer using 
USB cable then IDE is used in order to compile and upload the board to the program 
(Fabio, 2006). 
 
There are several systems that has been used Arduino likes Arduino Alarm 
System. This alarm system uses a motion sensor to detect movement and emit a high 
pitched tone. It also emits visual display consisting of flashing LED lights. The other one 
example is Arduino Light Sensor which is a device that functioning as to detect light. 
This system is using Light Dependent Resistor (LDR) and then will be controlled using 
Arduino (Administrator, 2016). 
 
The reasons why Arduino is used in this project for example it is simple, clear 
programming environment. For beginner, it is easier to use the Arduino software (IDE), 
as well as, it is good cross-platform device as the IDE able to runs on typical operating 
systems such as Linux, Macintosh OSX and Windows. In addition, Arduino boards are 
relatively inexpensive compared to other microcontroller platforms as it can reduce the 
cost of materials while completing this project (Arduino, 2003). 
 
50 
REFERENCES 
Administrator. (2016). 10 Simple Arduino Projects For Beginners with Code. Retrieved from 
Electronics Hub. 
Agarwal, T. (2012). Know about Access Control Systems and Their Types with Features. 
Retrieved from elprocus. 
Arduino. (2003). Introduction. Retrieved from Arduino. 
Astc. (2016). Advantages and disadvantages of RFID Door Locks. Retrieved from Astclocks. 
Chudasma, S. (2014). RFID Based Attendance System using 8051 Microcontroller. Retrieved 
from EngineerGarage. 
Fabio. (2006). What is Arduino, Why we choose it, what can we do with it? Retrieved from 
varesano.net. 
IDtech. (2016). UNIPASS The simple, efficient access control system.  
Ishabakaki, P. (2015). Radio Frequency Identification based Drug Management and Monitoring 
System: A Case of Public Hospitals in Tanzania,. 
Långström, H. (2013). Grocery industry operations are facing a real paradigm shift. Retrieved 
from RFID ARENA. 
Mukherjee, A. (2016). Security Access Using RFID Reader © GPL3+. Retrieved from Project 
Hub. 
Pandey, D. P. (2016). Application of RFID Technology in Libraries and Role of Librarian. 
Rouse, M. (2006). RFID (radio frequency identification). Retrieved from IoT Agenda. 
51 
Smiley, S. (2016). Active RFID vs. Passive RFID: What’s the Difference? Retrieved from RFID 
Insider Tracking The RFID Industry. 
Soyal. (2016). DM1 Door access package.  
Soyal. (2016). DR2 Door access package.  
Thrasher, J. (2013). How is RFID Used in Real World Applications? Retrieved from RFID INSIDER 
TRACKING THE RFID INDUSTRY. 
UK, M. F. (2014). Personal Alarm Mini Foaming Defence Spray UK. Retrieved from Crime 
Prevention Products. 
University, Y. (2006). Security Systems. Retrieved from It's Your Yale. 
Viper. (2009). Viper LCD 2-Way Security System. Retrieved from Viper. 
Vivint. (2012). Vivint.SmartHome. Retrieved from Vivint. 
Waxton. (2016). STANDALONE CARD AND PIN. Retrieved from Waxtonit. 
 
 
